Cyber Security Course

A Cyber Security course teaches how to protect computers, networks, applications, and data from
cyber attacks such as hacking, malware, phishing, and data breaches.

Objectives of a Cyber Security Course

e Prepare for industry roles & certifications

Who Can Learn Cyber Security?

v School & college students
v Beginners in IT
v Programmers & network engineers

Cyber Security Analyst
Ethical Hacker

SOC Analyst
Network Security Engin
Cloud Security Eng{n

Cyber Securit

ber security fundamentals
cyber threats and risks

Topics

o What is Cyber Security?
o Need for Cyber Security
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Outcome: Students understand why cyber security is critical

Module 2: Networking & Internet Fundamentals (10 Hours)

Topics

Practical

« IP configuration
e Ping, traceroute
o Packet flow demonstration

Outcome: Strong networking foundation for security concepts

Windows security basics
Linux introduction

User accounts & permissions
File system security
Authentication & authorizagign

System vulnerabilities

nderstand OS-level security

Mo Cryptography & Data Security (8 Hours)

Topics

e Cryptography fundamentals
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Practical

e Hash generation
e Encryption & decryption demo

Outcome: Clear understanding of secure communication

Ethical hacking methodology
Footprinting & reconnaissance
Scanning & enumeration
Vulnerability assessment
Social engineering awareness

A\ Legal & ethical boundaries emphasized

Outcome: Students learn attacker mindset(ethica

Module 6: Web Applicati urity (10 Hours)

Topics
)
e Web application architect

. lity testing demo
o IMput validation examples

Outcome: Ability to identify common web vulnerabilities
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Firewalls (types & working)
IDS / IPS

VPN

Wireless security

Network attacks & defense

Practical

Module 8: Malware & Threat Management (6 H

w

Topics

e Types of malware
e Ransomware
o Malware lifecycle

Module 9: Cloud & Emerging Ity (6 Hours)

Topics
e Cloud computing basics

o Cloud security chalien
« |AM concepts

To

KaLinux overview
Wireshark

Nmap

Burp Suite (intro)
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e« Ransomware attacks
e Phishing campaigns

Outcome: Real-world understanding

Assessment & Evaluation

Course OQutcomes

By the end of the course, students will be able to:

e Understand cyber threats and defenses
o Apply basic security practices
o Identify vulnerabilities
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